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Abstract: DNS (domain name system) services in the IPv6 environment experienced rapid development. Research
on methods for discovering DNS services in an IPv6 environment was of paramount importance in order to analyze
the global developmental trends of DNS services in IPv6 and enhance their reliability. Based on the cooperative
resolution relationship between IPv4 and IPv6, associating IPv6 DNS services through inter-stack services was an
effective approach. However, existing methods for discovering IPv6 DNS services based on inter-stack service asso-
ciation were limited by the length of DNS probe packets. In response to this issue, a novel approach was proposed
for discovering IPv6 DNS services based on dynamic domain name watermarks. By constructing dynamic domain
name resource records using self-established authoritative servers, the limitations imposed by probe packet length
were circumvented. Comparative analysis indicated that the number of discovered IPv6 DNS services using this

method increased by nearly 98% compared to traditional methods. Moreover, through the analysis of watermark

KFSHER: 2024-05-27; {EEIHHER: 2024-07-22
BIEEE: KFME, zhuyvjia@iie.ac.cn

SIRE . TR, ARTE, R, & BT EhEIEA KENK IPv6 DNS IR 45 KBTI [0]. M2 5145 B 22 42441, 2024, 10(5):
56-70.

Citation Format: HAN D K, ZHU Y Y, ZHAO L, et al. Method for the discovery of IPv6 DNS services based on the dynamic
domain name watermarks[J]. Chinese Journal of Network and Information Security, 2024, 10(5): 56-70.



%5

BETRESE: BT A K EN I IPve DNS R4S K L7 72: <57

logs, a plethora of resolver dependencies and centralization phenomena were identified.
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Figure 14 The association between a specific Google IPv6 DNS service node and other DNS services
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